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Proposed C-TPAT Criteria for Property Brokers

The Transportation Intermediaries Association (TIA) is the national organization of the $162 billion third party logistics industry and represents transportation intermediaries of all disciplines in the business of freight movement internationally and domestically. 

Property brokers represent a key component of the international movement of freight and the security of their operations is critical to ensuring overall supply chain security. These companies are responsible for thousands of international shipments each year totaling billions of dollars in freight, including daily cross-border movements at the U.S.-Mexico and the U.S-Canada borders.   

The property broker plays a critical role in the movement of freight. Without the involvement of the property broker, matching shipment to carrier and determining which carriers move which loads, the commercial movement of freight both domestically as well as cross U.S.-International land borders would stagnate.     

In addition, property brokers assess and maintain selection files on thousands of motor carriers engaged in cross-border traffic between both U.S.-International land borders.  Property brokers’ ability to maintain these selection files offers Customs and Border Protection, an additional window into this industry segment. 

As property brokers, we recognize that we may not fit neatly into the set of transportation definitions used by Customs and Border Protection in establishing criteria for the Customs – Trade Partnership Against Terrorism (C-TPAT) eligibility.  However, we are directly responsible for controlling and managing the movement of freight domestically and internationally including thousands of weekly cross-border movements at both the southern and northern international land borders of the United States.      

TIA supports the C-TPAT program as a critical component of our Nation’s effort to combat the threat of terrorism while ensuring that our freight transportation system continues to operate freely and efficiently.  

To help facilitate Customs and Border Protection’s consideration of property brokers eligibility for the C-TPAT program, we offer the following set of DRAFT criteria;   
Proposed C-TPAT Criteria for Property Brokers

General requirements

· In compliance with DOT registration and bonding requirements. 

· Appointment of a designated company officer to be the primary security officer responsible for C-TPAT. 

· Commitment to maintaining C-TPAT property broker security guidelines. 

· Creation and submission of an international supply chain security profile which identifies how the property broker will meet, maintain and enhance internal policy to meet the C-TPAT property broker security guidelines. 

· Conduct comprehensive assessment of supply chains based upon C-TPAT security guidelines. 

· Work with shipper and carrier business partners to ensure that pertinent security measures are in place and adhered to throughout their supply chains. 

Business Partner Requirements


Property brokers must have written and verifiable processes for the screening and selection of business partners including shippers, carriers and vendors and ensure that contracted service providers commit to C-TPAT Security Guidelines. Property brokers should periodically review the performance of service providers to detect weakness or potential weaknesses in security. 

Security Procedures


Point of Origin: C-TPAT property brokers must ensure that business partners develop security processes and procedures consistent with the C-TPAT security guidelines to enhance the integrity of the shipment at point of origin. Periodic reviews of business partners’ processes and facilities should be conducted based on risk and these should maintain the security standards required by the broker.

. 

Participation/Certification in Foreign Customs Administrations’ Supply Chain Security Programs: Current or prospective business partners who have obtained a certification in a supply chain security program being administered by a foreign customs administration should be required to indicate their status of participation to the C-TPAT property broker.
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Proposed C-TPAT Criteria for Property Brokers – continued

Service Provider Screening and Selection Procedures: The C-TPAT property broker should have documented service provider and customer screening and selection procedures to screen contracted service providers and customers for validity, ability to meet contractual security requirements, and the ability to identify and correct security deficiencies as needed. Service provider and customer procedures should utilize a risk-based process as determined by an internal management team. 

 

Customer Screening Procedures: The C-TPAT property broker should have documented procedures to screen prospective customers for validity, financial soundness, the ability of meeting contractual security requirements, and the ability to identify and correct security deficiencies as needed.  Customer screening procedures should utilize a risk-based process as determined by an internal management team.      

Container Security: The C-TPAT property broker should ensure that all contracted service providers have procedures in place to maintain container integrity including inspection and storage. Container integrity must be maintained to protect against the introduction of unauthorized material and/or persons. 

Physical Access Controls: Access controls must include the positive identification of all employees, visitors and vendors at all points of entry. 


Employees: An employee identification system must be in place for positive identification and access control purposes. Employees should only be given access to those secure areas needed for the performance of their duties. Company management or security personnel must adequately control the issuance and removal of employee, visitor and vendor identification badges. Procedures for the issuance, removal and changing of access devices (e.g. keys, key cards, etc.) must be documented. 


Visitor Controls: Visitors must present photo identification for documentation purposes upon arrival. All visitors should be escorted and visibly display temporary identification. 


Deliveries (including mail): Proper vendor ID and/or photo identification must be presented for documentation purposes upon arrival by all vendors. Arriving packages and mail should be periodically screened before being disseminated. 

Challenging and Removing Unauthorized Persons: Procedures must be in place to identify, challenge and address unauthorized/unidentified persons. 
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Proposed C-TPAT Criteria for Property Brokers - continued

Personnel Security: Processes must be in place to screen prospective employees and to periodically check current employees. Property brokers should maintain a current permanent employee list which includes the name, date of birth, national identification number or social security number, and position held, and submit such information to CBP upon written request, to the extent permitted by law. 

Pre-Employment Verification: Application information, such as employment history and references must be verified prior to employment.


Background checks/investigations:  Consistent with federal, state and local regulations, background checks and investigations should be conducted for prospective employees. Periodic checks and reinvestigations should be performed based on cause and/or the sensitivity of the employee’s position. 


Personnel Termination Procedures: Companies must have procedures in place to remove identification and deny facility and system access for terminated employees. 

Procedural Security: Security measures must be in place to ensure the integrity and security of processes relevant to the transportation, handling and storage of cargo in the supply chain. 


Documentation Processing: Procedures must be in place to ensure that all documentation used in the movement of merchandise/cargo is legible, complete, accurate and protected against the exchange or introduction of erroneous information. Documentation control must include safeguarding computer access and information. 


Manifesting Procedures: To help ensure the integrity of cargo received, procedures must be in place to ensure that information received from business partners is reported accurately and in a timely manner. 

Shipping & Receiving: Arriving cargo should be reconciled against information on the cargo manifest. The cargo should be accurately described, weighed, labeled, marked, counted and verified. Departing cargo should be checked against purchase or delivery orders. Drivers delivering or receiving cargo must be positively identified before cargo is received or released.    


Cargo Discrepancies: All shortages, overages and other significant discrepancies or anomalies must be resolved and/or investigated appropriately. CBP and/or other appropriate law enforcement agencies must be notified if illegal or suspicious activities are detected. 
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Proposed C-TPAT Criteria for Property Brokers – continued

Security Training and Threat Awareness: A threat awareness program should be established and maintained by security personnel to recognize and foster awareness of the threat posed by terrorists at each point in the supply chain. Employees must be made aware of the procedures the company has in place to address a situation and how to report it. Additional training should be provided to employees in the shipping and receiving areas, as well as those receiving and opening mail. 

Additionally, specific training should be offered to assist employees in maintaining cargo integrity, recognizing internal conspiracies and protecting access controls. These programs should offer incentives for active employee participation. 

Information Technology Security: Information Technology (IT) integrity must be maintained to protect data from unauthorized access or manipulation. 


Password Protection: Automated systems must use individually assigned accounts that require a periodic change of password. IT security policies, procedures and standards must be in place and provided to employees in the form of training. 


Accountability: A system must be in place to identify the abuse of IT including improper access, tampering or the altering of business data. All system violators must be subject to appropriate disciplinary actions.

